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OCCUPATIONAL FRAUD

« Corruption
* Financial statement fraud
» Asset misappropriation


Presenter
Presentation Notes
Asset misappropriation is the lowest median fraud loss of $114k – 89%
Corruption has the midpoint median fraud loss of $250K – 38%
Financial statement fraud median loss is at $800K – 10%

Based on a study from Jan 16- Oct 17 (the 2018 “Report to the Nations” from the ACFE

Corruption – 50% detected by tip



WHAT'S NEW

FRAUD IN THE NEWS

* Bribery

e Spear phishing

« Ultility scheme — social engineering
 Forgery

« Embezzlement


Presenter
Presentation Notes
-Example of FBI going after C&U admissions process/bribery
-Specifically targeting emails, copying voice, etc.

-Utility scheme - In an interview with PYMNTS, Roberds explained that fraudsters are calling up business owners, pretending to be from the utility company, demanding payment and threatening to cut off a business’ power. There are a few elements to this fraud, he noted, that make it so compelling. One is the fact that these calls often come ahead of a major rush for a small business.
“You get a phone call on a Friday afternoon at 2:00 from someone claiming to be from Ameren, telling you that — for whatever reason — your payment hasn’t been received, and someone is going to come out within the next 30 to 40 minutes and disconnect your service,” he said. “They’re really counting on you to panic.” https://www.pymnts.com/news/b2b-payments/2019/small-business-utility-fraud-social-engineering/ 
-Forgery = https://bangordailynews.com/2018/10/13/news/midcoast/judge-lowers-bail-for-maine-attorney-accused-of-theft/ 
Embezzlement – treasurer of fair fund - https://wgme.com/news/local/litchfield-fair-officials-accuse-treasurer-of-stealing-funds “when you put your faith in someone, you expect them to be truthful”


WHO ARE THESE PEOPLE?


Presenter
Presentation Notes
Trusted people. 


ACFE REPORT TO THE NATION . . . .

SURVEY SAYS ...

» United States had the most even
distribution between males and
females: men accounted for 58%
of frauds, and women were
responsible for 42%.

Fraudsters were generally Viale

 53% of the fraudsters were

between the ages 31 and 45.
0
53% of the fraudsters were Over 60% of fraudsters have a

between the ages 31 and 45 college degree.

» 53% worked at the organization
less than 5 years, but the losses
increase dramatically with

50% worked at the organization increased tenure.

Less than 5 years




D PERPETRATOR’S EDUCATION LEVEL ....

47%

HOW DOES THE

PERPETRATOR’S
EDUCATION LEVEL s o
RELATE TO
OCCUPATIONAL °
FRAUD? :

»  $75,000

g 4130,000 $160,000

$230,000


Presenter
Presentation Notes
More education = bigger frauds


() PERPETRATOR’S TENURE ....

HOW DOES THE PERPETRATOR’'S TENURE RELATE TO
OCCUPATIONAL FRAUD?

9% Less than 1year $40,000
44% 1-5 years $100,000
23% 610 years $173,000
24% More than $241,000
10 years

PERCENT OF CASES MEDIAN LOSS


Presenter
Presentation Notes
In addition to the correlation between fraud losses and the fraudster’s level of authority, fraud losses also tend to in­crease the longer a fraudster has worked for the victim organization. Perpetrators with between six and ten years’ tenure caused a median loss of $173,000, and those with more than ten years’ tenure caused a median fraud loss of $241,000. In cases where the fraudster had been employed by the victim for five years or fewer, losses were significantly lower. At least in part, this trend reflects the fraudster’s position of authority. 


ACFE REPORT TO THE NATION . . . .

SURVEY SAYS ...

« Asset misappropriation by far the
most common form of

$108,000 occupational fraud

 Among various forms of asset
misappropriation, BILLING
SCHEMES and CHECK

: D : TAMPERING posed the greatest
Asset misappropriation occurred in risk based on relative frequency

89% of cases and median loss

* Most common concealment
methods were creating and
altering physical documents

Median loss for all cases was

Median duration of the frauds was

16 months



Presenter
Presentation Notes
Median loss of 108k in the US, 130k across countries
NFP median loss of 75k


ACFE REPORT TO THE NATION . . . .

SURVEY SAYS ... COMMON REPORTING METHODS IN CASES DETECTED BY TIP

SMALL ORGANIZATIONS

42% * Those with fewer than 100
Telephone hotlines employees experienced a median

P loss of $200,000, those with more
than 100 employees had a
median loss of $104,000

 Small organizations have
significantly lower implementation
rate of anti-fraud controls than
large organizations

23%0

Web-based or online form



Presenter
Presentation Notes
Small organizations – checking tampering, skimming, payroll, and cash larceny schemes
Stronger internal controls play a role in preventing these types of frauds at larger organizations.



ACFE REPORT TO THE NATION . . . .

SURVEY

SAYS ... AERAUD | e ol el e Aot
CONTROLS

detection.

ACCOUNTING More frauds occurred in the ACCOUNTING
DEPARTMENT DEPARTMENT than any other business unit.

FIRST-TIME Most occupational fraudsters are FIRST-TIME
OFFENDERS OFFENDERS.

FEAR OF BAD Victim organizations decided not to refer their fraud

cases to law enforcement due to FEAR OF BAD

PUBLICITY | pUBLICITY in 38% of cases.



Presenter
Presentation Notes
85% of fraudsters had never been punished or terminated for fraud-related conduct prior to these crimes.


SOURCE OF TIPS

WHO REPORTS
OCCUPATIONAL
FRAUD?

Employee
53%

Customer
21%

14%

Vendor
8%

5%

Competitor
3%

Shareholder/owner
2%

M Internal source External source M Other



— FRAUD TRIANGLE ....

WHY IS FRAUD

COMMITTED? PRESSURE

(INCENTIVE)

OPPORTUNITY RATIONALIZATION


Presenter
Presentation Notes
Need all 3 points of the triangle for fraud to be committed, so important to be sure the organization has safeguards in place for the opportunity corner of the triangle.


DEVELOP INTERNAL CONTROLS
TO ADDRESS FRAUD RISKS


Presenter
Presentation Notes
Developing the right internal controls are the best safeguard against fraud at your organization. 
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Presenter
Presentation Notes
Developing the right internal controls are the best safeguard against fraud at your organization. 



CONTROL ENVIRONMENT

Competency

Ethics

Responsibility
Management’s philosophy
Tone at the top

Human resources
Authority

Integrity

Values

Staff development
Management’s operating style
BOD attention

BOD direction


Presenter
Presentation Notes
A strong control environment results in a strong business. The key element to developing a strong control environment is the tone at the top that is transferred to all levels of the Company 


From our perspective, people are more comfortable in their jobs if controls are in place, limiting the risk of error being perceived as fraudulent.

The control environment really is the integrity and ethical values of an organization. 
Tone at the top – let everyone know, from the top down, that the policies are in place and are to be followed. Sometimes this means making tough decisions (consider example of borrowing from petty cash being disallowed and tough follow up required when policy not followed). 

The first and most important consideration is to set the control environment, that is, to let everyone know, from the top down, that there are policies in place and everyone has to follow the policies. In so many organizations the top person makes exceptions for himself or herself about policies, which sets a sloppy or even unethical tone. Then other people don't think they have to follow procedures, either, and they start cutting corners. The top person can't ask for reimbursement for anything for which they don't have a receipt. The management team members must all use time sheets themselves, get approval for travel expenses, have their credit cards scrutinized.

Emphasize the importance of ethics and controls at staff meetings, and demonstrate that everyone follows the rules, all the time.

This means holding leaders to the same standard.  

Does the board demonstrate independence from management in exercising oversight?




ASSESSMENT

Brainstorm
« Participation from all areas of your organization
 Rank the risks
* Revisit annually


Presenter
Presentation Notes
All entities face risk  both from internal and external sources. It’s often a much more difficult task to start thinking about internal risks such as fraud. The objective of a risk assessment is to define and analyze these risks, and start formulating a basis of how risks should be addressed, managed, and mitigated. 

Just identifying the risks is really a large part of the whole internal control process. 

The best way to perform a risk assessment, is to gather senior employees from all areas across your organization. And there are a couple reasons for this. First, You want the risk assessment process to be as all-encompassing as possible. The more people with a seat at the table, the more knowledge you have of your organization and the more brainstorming and more risks you’ll be able to identify. Secondly, you want this to be a transparent and collaborative exercise. All organizations have to face the decision of where to allocate their limited resources, to address the risks identified,  a collaborative starting point will ease some tension down the road. 

Risks then need to be ranked.

And lastly, you need to plan for the next time you’re going to do this again. Risk Assessments should be performed periodically – This is not a one and done process, as internal and external environments are constantly changing, so are the risks. 
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LIKELIHOOD OVERALL RISK
TO OCCUR IMPACT OF RISK RATING
Financial Security Operational
Low Low Low : _ o
‘ - _ : _ : _ Low impact:  Low overall risk:
likelihood: Impact: Impact:
Low 1 4 = 5
1 1 1
Medium Medium Medium Medium Medium overall
Medium likelihood: impact: impact: impact: risk:
2 2 2 2 6-8
High High High High : _—
likelihood: impact: impact: impact: High overall risk:

3 3 3 3 9-12



Presenter
Presentation Notes
When you start the process of risk ranking, it can be beneficial to go beyond just High Medium Low, especially when you’re trying to balance perspectives from stakeholders across the organization. Using quantifiable and consistent metrics to analyze and assess your risks after you’ve identified them will guide your organization to prioritizing and allocating resources to the areas of highest risk to implement controls. 

This is an example of one method for risk ranking




WHAT ARE INTERNAL CONTROLS?
SYSTEMIC MEASURES INSTITUTED BY AN ORGANIZATION TO:

v

v
v
v
v
v

Conduct its business in an orderly and efficient manner
Safeguard its assets and resources

Deter and detect errors, fraud and theft

Ensure accuracy and completeness of accounting data

Produce reliable and timely financial and management information
Ensure adherence to its policies and plans


Presenter
Presentation Notes
What are internal controls?
Internal controls are the financial processes and procedures that enable the organization to keep its assets safe. Examples are reviews, checks and balances, methods and procedures

How is this done?
The most effective procedures are those that involve more than one person and separate duties. The more people involved in the process to double check things, the less likely it is that an error or fraud will occur.
For example, the person who writes the checks should not be the person signing the checks. The person who orders the service or product should not approve the invoice for payment. The person responsible for hiring and firing should not be involved in paying employees..

Who establishes the procedures?
Generally management establishes the system of controls. It is helpful to have an accounting manual detailing the procedures to be followed.

An internal control is really a system wide process that is in place to provide reasonable assurance around safeguarding of assets and reporting (as well as compliance)

It helps to reduce risk to an acceptable level.

For example, an objective of the NFP might be to improve efficient use of resources. A risk in achieving that objective is increased risk of theft of assets. The controls in place help mitigate that risk. 

Risk is never mitigated by trusting an employee.  The very numerous thefts in small nfps makes that clear. Controls are in place in spite of the good morals of the people in your organization. I always like to say that it is not about the person, it is about the position.

Internal controls are ongoing, not a one-time check, but built into regular operations. They should be defined but dynamic as the environment changes (meaning, can work in different divisions of the same organization).

Why do we want good internal controls? Because we are looking to avoid:
-financial misstatements
-business loss/loss of contracts
-incorrect or untimely information
-Fraud
-reputation risk

Control Environment, Risk Assessment, Control Activities, Information & Communication, and Monitoring



Authorization
Security

Locks

Verification

Review

Approval
Reconciliation
Segregation of duties

Ny Y



Presenter
Presentation Notes
We only get to implementing internal controls at the THIRD step in this process. Controls are put in place to address risks identified.

We can’t just jump straight here if we don’t know what the risks are And we can’t really implement controls without the support from management, and a control environment that supports us. 

So what controls can you implement to safeguard against fraud? Preventative (approval/locks) vs. detective (review/audit)

So let’s take a hypothetical situation: you’ve determined that there is a risk of misappropriation of assets  such as cash, or checks. 

To address risk – look at how the process is being performed today. 
Ex: Check cutting  Who has access to the check cutting system, where is the check stock kept, who has authorization to sign checks, etc.

 By analyzing what the process looks like, chances are you’ll see areas of weakness, where the risk could become a reality. For an example, could an employee write a check to a new “vendor” with that employee’s home mailing address for a large sum of money? 

What can you do to prevent this? You have to think about what controls will give you the biggest bang for your buck, and How much risk you are willing to accept.

threshold-based controls a good compromise. For example, any check over $10,000 must have a second signature. Sure, you could have required that all checks have a dual signature, but by assessing the time and resources available to your organization, and weighing that against your risk comfort, that may be all you want to do to bring down the level of risk, without eliminating it entirely.  

Todd and I will talk about some specific fraud risks, and internal controls
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Segregate these duties:
v" Authorization

v Custody

v Recordkeeping

Establish policies and procedures:
v Written

v" Followed

Monitor establish controls


Presenter
Presentation Notes
At least two people are needed, but it doesn’t need to be two accounting people. Can be an accounting person plus a program person or board member performing review. Be sure reviews are documented.

This can be difficult in small organizations as there needs to be cross-training so people can go on vacation or to minimize the impact of turnover.

-. Define clearly who is responsible for what. It's very common in small organizations, where not as much needs to be written down, for people to say, "I thought she was going to check the invoice." For example, with invoices: who is responsible for checking the math? Who is responsible for approving the invoice to be paid? 

Be sure policies and procedures in place are written and followed (almost better to have no written policy if it isn’t being followed)

Once the procedures and policies are written and in place, be sure they are being monitored, are controls operating as intended, changed when necessary, etc.




1 CASH

Cash receipts
Cash disbursements
Bank account
reconciliation
segregation of duties

ACCOUNTS
PAYABLE

Maintain a master
vendor list along with

appropriate
segregation of duties
Small business —
owner should
review/sign all check
disbursements

SOME KEY INTERNAL CONTROLS . . . .

ACCOUNTS
PAYABLE

Only receive
electronic customer
payments or through
a lockbox

Ensure bad debt
charge-offs are
appropriate
Segregation of duties
between posting
sales/receipts and
reconcilement
Review general
ledger posting detail
for AR




CASH RECEIPTS CYCLE

* Recording deposits
* Development and accounting

e Bank reconciliations



Presenter
Presentation Notes
The more people involved in processing transactions, the less likely a problem is to occur. 

Often a good idea to have someone outside of accounting and development open the mail, list the checks received and then forward checks to accounting. Then this person would compare the list of receipts to deposits made by accounting.

Copies of checks are often scanned in or retained as support. Copies of thank you letters sent to donors retained

Reconcile development and accounting records
Be sure the accounting people receive donor documentation as there are key items to consider in how restrictions are recorded


CASH DISBURSEMENTS CYCLE

» Check signors « Company credit cards
* Invoice approval
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Presenter
Presentation Notes
Have a threshold over which 2 signors are needed for checks. This sets a tone of accountability.

Expenditure authority – who can approve an invoice for payment? Hopefully not the bookkeeper, but maybe a program director? The Executive director?

Some banks have products that add another level of security. For instance, Positive Pay is an automated fraud detection tool offered by the Cash Management Department of most banks. In its simplest form, it is a service that matches the account number, check number and dollar amount of each check presented for payment against a list of checks previously authorized and issued by the company.

Use of company credit cards – who needs a credit card, are personal expenses allowed, who tracks reimbursement for these items. Are receipts required to support the expenditures? Who reviews receipts to be sure they are retained and expenditures are appropriate?  Review of the department head/ED CC by the board? Eliminating personal use.

Have someone without bank access open and review the bank rec. Verify wire transfers (require 2 people to initiate transfers)

Budget to actual comparisons, and CY vs PY comparisons
Tracking expenses by program if you have restricted revenue

Tracking usage, as applicable, to allow for the functional allocation of expenses


PAYROLL CYCLE

« Hiring and terminating employees

« Approval of timesheets

* Review of payroll register

* Review of change/exception reports


Presenter
Presentation Notes
Should be standard procedures for hiring/firing, including how information gets to the finance department – give example of fired employee ho kept coming to work and got paid for months
An employee should sign their timesheet, a second person should signoff on the timesheet for review of accuracy. Timesheet should not be altered by other than the employee.  

Payroll register should have a documented review by someone without access to the system (look for unauthorized increases in pay, unusual employees, etc.)  In some smaller NFPs, this may mean asking a board member to assist with this review.

All reviews should be documented

Use of an outside payroll service – often can reduce risk of internal theft. Check with the IRS periodically to be sure taxes paid and in full (note periodic theft of tax payments by payroll providers in the news over the years, it is still the responsibility of the NFP to be sure taxes are paid, not just withdrawn from the checking account).

Document any raises in writing, have these signed at least by the ED (by a board member if for the ED). Person in charge of payroll should notify the payroll service of the change, a person not in charge of payroll (or board treasurer, for example) should then review full payroll register. Document this review.

Allocation of salaries should be supported by time studies, etc. and these records and calculations retained.


BOARD INVOLVEMENT



Presenter
Presentation Notes
Board involvement has been mentioned several times, but ensuring the board has the makeup required to allow for a knowledgeable and effective finance committee is key.

MANNA MINISTRIES HAD NO ACTIVE BOARD OVERSIGHT

Board/committee should be determining what metrics are important to the org and benchmark those metrics on a regular basis. Dashboard reporting to the full board to allow for clear/efficient understanding of status against the benchmark.

Get an audit or review.  AUP for particular areas. 

Consider mentioning other consulting services that are available (IT consulting, EB consulting, etc.)


PHYSICAL CONTROLS


Presenter
Presentation Notes
4. If there's cash involved -- such as at a fundraiser or box office at a performance -- have two people count all the cash together.

Lock it up:

Physical controls. Lock it up. Computers should be locked to desks, and they should be protected with passwords. Put checks in a locked drawer. Among other abuses, there are too many cases where someone comes in and takes checks from the middle of the checkbook.

Building access
Server access
Firewall


PAYROLL

Segregate duties between payroll
setup and approval

Non-HR employee within senior
management should review and sign
off on payroll change reports

Payroll vendor reports should be
received directly from someone
outside the payroll function

Payroll should be reconciled to the
general ledger with a separate
Individual reviewing

SOME KEY INTERNAL CONTROLS

JOURNAL ENTRIES

All manual journal entries should be
reviewed by someone not capable of
posting entries

Ensure manual journal entry support
IS retained

BUDGET VS. ACTUAL

Maintain a budget; track against
actual results monthly

Set scopes and expectations to
ensure a quality review


Presenter
Presentation Notes
Image use slide


COMMUNICATION

* Quality of Information

o Effectiveness of Communication


Presenter
Presentation Notes
Information and Communication: Information is necessary for the entity to carry out internal control responsibilities to support the achievement of its objectives. Management obtains or generates and uses relevant and quality information from both internal and external sources to support the functioning of internal control. Communication is the continual, iterative process of providing, sharing, and obtaining necessary information. Internal communication is the means by which information is disseminated throughout the organization, flowing up, down, and across the entity. It enables personnel to receive a clear message from senior management that control responsibilities must be taken seriously. External communication is twofold: it enables inbound communication of relevant external information and provides information to external parties in response to requirements and expectations.

The organization obtains or generates and uses relevant, quality information to support the functioning of internal control.
The organization internally communicates information, including objectives and responsibilities for internal control, necessary to support the functioning of internal control.
The organization communicates with external parties regarding matters affecting the functioning of internal control.
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MONITORING

 Unmonitored controls tend to deteriorate over time.

« Ongoing monitoring activities evaluate and improve the design,
execution and effectiveness of internal control.


Presenter
Presentation Notes
Monitoring Activities: Ongoing evaluations, separate evaluations, or some combination of the two are used to ascertain whether each of the five components of internal control, including controls to effect the principles within each component, is present and functioning. Ongoing evaluations, built into business processes at different levels of the entity, provide timely information. Separate evaluations, conducted periodically, will vary in scope and frequency depending on assessment of risks, effectiveness of ongoing evaluations, and other management considerations. Findings are evaluated against criteria established by regulators, standard-setting bodies, or management and the board of directors, and deficiencies are communicated to management and the board of directors as appropriate.
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Evaluate
Communicate control
environment

Perform risk
assessment

Implement
controls



Presenter
Presentation Notes
Having internal controls is a good practice, but it’s not a guarantee against risk. That’s the reason this is an ongoing process. To continue to refine, re-evaluate and update your controls. 

The environment you’re operating in is constantly changing. Risks change. Any time there are any significant changes to your business, your operations, your systems. It’s a good idea to re-evaluate your risks and your controls to make sure they are still current. 
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Former
president of
charity stole

$3.8M,

lawsuit
alleges

Administrator $150 million N.H
at Pre-School settlement -
Stole from announced in
Parent’s VT ski resort
Accounts fraud case

Businessman
sentenced in
theft case

Farmington Woman

Sentenced to 30 Months in Former Westbrook
Prison for Mail Fraud and employee accused of
Filing False Tax Returns embezzling $118,000

Our View: Massive Bridgewater Corners Authorities: Bar Owner
embezzlement from small woman sentenced for Embezzled $168,000
Maine town should be embezzlement Intended for Charities

wake-up call




CONCLUDING THOUGHTS

 Emphasize ethics and accountability

* Reconcile records

e Maintain Board involvement

* Develop an inquiring culture

« Remember a second set of eyes
 Have an avenue for reporting breaches

e Information security


Presenter
Presentation Notes
In even the smallest organization, there can be another person who looks over things periodically, checking whether an expense was too high, was legitimate, whether the payroll taxes were paid.

If you combine this with an atmosphere and environment that emphasizes following procedures and high standards of accountability, you still may not be able to prevent theft completely. But you'll prevent honest people from crossing the line, and you'll catch anything before it gets too serious

Inquiring culture – ask questions and be OK with it



RESOURCE

ACFE 2018 Report to the Nations
http://www.acfe.com/rttn2018.aspx



http://www.acfe.com/rttn2018.aspx

conervs { L)

EMILY PARKER, CPA
Principal Senior Manager



	Fraud: What’s New and What To Do About It
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35

